
��������	
��
�	���������������������������������������� ���������������������� ��!����"���	�#�$�"�%�$�&��'�(��"��)�* 

�������������	�
�
�

�		����	�����
����

�������
��

�����������������
���
 ���������	�

!���
"�
#$%����
&���$' ���������	

Hans-Georg Eßer

Hochschule München

06/2009

��������	
��
�	���������������������������������������� ���������������������� ��!����"���	�#�$�"�%�$�&��'�(��"��)�� 

(���������

� ��������	��
����

���	�������


��

� �������	�

� ��������
���������


� �������������
�����



��������	
��
�	���������������������������������������� ���������������������� ��!����"���	�#�$�"�%�$�&��'�(��"��)�+ 

)���������
 ���������	
�
)*


+,-

��
���� �� �
��
��!" �
�

� �	��#�
��
����
����$�� ��
%
�����
�&'
����&�
��
�
�
������
��
(�)
�
�
(��
��

(�&'
�(���&�
(�
�
�)(�����
(��

*(����*(�+++�

� ,&

���*���&�����
��-�&���


����)���� �)
��
.���
����������
���)

��	��#�
��
�

� �	��#�
��
���
��
��/�!���
������'
0�����
��
��
!"��)�
����
�����


��
��
�

� �'
0�����
��
���
 
���� 
��
��0
��
�	�

��������	
��
�	���������������������������������������� ���������������������� ��!����"���	�#�$�"�%�$�&��'�(��"��)�) 

)*

+�-

)*
'!������
��*
����������*�
����
��
��
��
��� �!�
�
���
�1(��
�� 
���'
0�
��
�
�����
�����

�#�
��
��
��
������� �

 ���������	'!������
��*
����)���2
�
����

�����
�����

�	&�
��
����
�1���� ���%&��$3�

����%���.��'!������
��*����
���)
��$��)���

���'�
� 
�

%����
��
��
���
�����

�

��
��
�

�����
#�
��
�

4
��
�!��
#�
��
�

5#	��
#�
��
�

.�&�*�
�6�
�#�
��
���-����
�������!!�

.
���
������



fd=open("/tmp/file");
s=fd.read();
fd.close()
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$ umask a=rw
$ umask
0111
$ touch Datei; ls -l Datei
-rw-rw-rw-  1 esser users 0 2008-12-04 20:48 Datei
$ umask u=rw,g=r,o=
$ umask
0137
$ touch Test; ls -l Test
-rw-r-----  1 esser users 0 2008-12-04 20:50 Test
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# mount | grep windows
/dev/sda3 on /windows/D type vfat (rw,gid=100,umask=0002)
# touch /windows/D/Testdatei
# ls -l /windows/D/Testdatei
-rwxrwxr-x  1 root users 0 2006-12-04 21:07 /windows/D/Testdatei
# chmod a-rwx /windows/D/Testdatei 
# ls -l /windows/D/Testdatei
----------  1 root users 0 2006-12-04 21:07 /windows/D/Testdatei
# umount /windows/D; mount /windows/D; ls -l /windows/D/Testdatei
-r-xr-xr-x  1 root users 0 2006-12-04 21:07 /windows/D/Testdatei
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Bild: Daniel P. Bovet, 

Marco Cesati, 

„Understanding the 

Linux Kernel“, 

3. Auflage, 2005

b = Blockgröße
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struct ext2_super_block {

__le32 s_inodes_count; /* Inodes count */
__le32 s_blocks_count; /* Blocks count */
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__le32 s_r_blocks_count; /* Reserved blocks count */
__le32 s_free_blocks_count; /* Free blocks count */
__le32 s_free_inodes_count; /* Free inodes count */
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__le32 s_first_data_block; /* First Data Block */
__le32 s_log_block_size; /* Block size */
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__le32 s_log_frag_size; /* Fragment size */
__le32 s_blocks_per_group; /* # Blocks per group */
__le32 s_frags_per_group; /* # Fragments per group */
__le32 s_inodes_per_group; /* # Inodes per group */
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__le32 s_mtime; /* Mount time */
__le32 s_wtime; /* Write time */
__le16 s_mnt_count; /* Mount count */
__le16 s_max_mnt_count; /* Maximal mount count */
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/* Maximal mount counts between two filesystem checks */
#define EXT2_DFL_MAX_MNT_COUNT 20 /* Allow 20 mounts */

__le16 s_magic; /* Magic signature */

/* The second extended file system magic number */
#define EXT2_SUPER_MAGIC 0xEF53

__le16 s_state; /* File system state */

/*
* File system states
*/
#define EXT2_VALID_FS 0x0001 /* Unmounted cleanly */
#define EXT2_ERROR_FS 0x0002 /* Errors detected */
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__le16 s_errors; /* Behaviour when detecting errors */

/*Behaviour when detecting errors */
#define EXT2_ERRORS_CONTINUE 1 /* Continue execution */
#define EXT2_ERRORS_RO 2 /* Remount fs read-only */
#define EXT2_ERRORS_PANIC 3 /* Panic */
#define EXT2_ERRORS_DEFAULT EXT2_ERRORS_CONTINUE

__le16 s_minor_rev_level; /* minor revision level */
__le32 s_lastcheck; /* time of last check */
__le32 s_checkinterval; /* max. time between checks */
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__le32 s_creator_os; /* OS */
__le32 s_rev_level; /* Revision level */
__le16 s_def_resuid; /* Default uid for reserved blocks */
__le16 s_def_resgid; /* Default gid for reserved blocks */
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#define EXT2_DEF_RESUID 0
#define EXT2_DEF_RESGID 0
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__le32 s_first_ino; /* First non-reserved inode */
__le16 s_inode_size; /* size of inode structure */
__le16 s_block_group_nr; /* block group # of this superblock */
__le32 s_feature_compat; /* compatible feature set */
__le32 s_feature_incompat; /* incompatible feature set */
__le32 s_feature_ro_compat; /* readonly-compatible feature set */
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#define EXT2_FEATURE_COMPAT_DIR_PREALLOC 0x0001
#define EXT2_FEATURE_COMPAT_IMAGIC_INODES 0x0002
#define EXT3_FEATURE_COMPAT_HAS_JOURNAL 0x0004
...
#define EXT2_FEATURE_INCOMPAT_COMPRESSION 0x0001
#define EXT2_FEATURE_INCOMPAT_FILETYPE 0x0002
#define EXT3_FEATURE_INCOMPAT_RECOVER 0x0004
...
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__u8 s_uuid[16]; /* 128-bit uuid for volume */
char s_volume_name[16]; /* volume name */
char s_last_mounted[64]; /* directory where last mounted */
__le32 s_algorithm_usage_bitmap; /* For compression */
/*
* Performance hints.  Directory preallocation should only
* happen if the EXT2_COMPAT_PREALLOC flag is on.
*/
__u8 s_prealloc_blocks; /* Nr of blocks to try to preallocate */
__u8 s_prealloc_dir_blocks; /* Nr to preallocate for dirs */
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__u16 s_padding1;



��������	
��
�	���������������������������������������� ���������������������� ��!����"���	�#�$�"�%�$�&��'�(��"��)�++ 

#$��';#$�/'
��������%
+�-

/*
* Journaling support valid if EXT3_FEATURE_COMPAT_HAS_JOURNAL set.
*/

__u8 s_journal_uuid[16]; /* uuid of journal superblock */
__u32 s_journal_inum; /* inode number of journal file */
__u32 s_journal_dev; /* device number of journal file */
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__u32 s_last_orphan; /* start of list of inodes to delete */
__u32 s_hash_seed[4]; /* HTREE hash seed */
__u8 s_def_hash_version; /* Default hash version to use */
__u8 s_reserved_char_pad;
__u16 s_reserved_word_pad;
__le32 s_default_mount_opts;
__le32 s_first_meta_bg; /* First metablock block group */
__u32 s_reserved[190]; /* Padding to the end of the block */

};
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/* Structure of an inode on the disk */
struct ext2_inode {

__le16  i_mode;                      /* File mode */
__le16  i_uid;                       /* Low 16 bits of Owner Uid */
__le32  i_size;                      /* Size in bytes */
__le32  i_atime;                     /* Access time */
__le32  i_ctime;                     /* Creation time */
__le32  i_mtime;                     /* Modification time */
__le32  i_dtime;                     /* Deletion Time */
__le16  i_gid;                       /* Low 16 bits of Group Id */
__le16  i_links_count;               /* Links count */
__le32  i_blocks;                    /* Blocks count */
__le32  i_flags;                     /* File flags */
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EXT2_SECRM_FL 0x00000001 secure deletion
EXT2_UNRM_FL 0x00000002 record for undelete
EXT2_COMPR_FL 0x00000004 compressed file
EXT2_SYNC_FL 0x00000008 synchronous updates
EXT2_IMMUTABLE_FL 0x00000010 immutable file
EXT2_APPEND_FL 0x00000020 append only
EXT2_NODUMP_FL 0x00000040 do not dump/delete file
EXT2_NOATIME_FL 0x00000080 do not update .i_atime
EXT2_DIRTY_FL 0x00000100 dirty (file is in use?)
EXT2_COMPRBLK_FL 0x00000200 compressed blocks
EXT2_NOCOMPR_FL 0x00000400 access raw compressed data
EXT2_ECOMPR_FL 0x00000800 compression error
EXT2_BTREE_FL 0x00010000 b-tree format directory
EXT2_INDEX_FL 0x00010000 Hash indexed directory
EXT3_JOURNAL_DATA_FL 0x00040000 journal file data
EXT2_RESERVED_FL 0x80000000 reserved for ext2 implementation
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union {

struct {
__le32  l_i_reserved1;

} linux1;
[...]

} osd1;                                 /* OS dependent 1 */
__le32  i_block[EXT2_N_BLOCKS];         /* Pointers to blocks */
__le32  i_generation;                   /* File version (for NFS) */
__le32  i_file_acl;                     /* File ACL */
__le32  i_dir_acl;                      /* Directory ACL */

#define i_size_high i_dir_acl
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__le32  i_faddr;                        /* Fragment address */
union {

struct {
__u8    l_i_frag;       /* Fragment number */
__u8    l_i_fsize;      /* Fragment size */
__u16   i_pad1;
__le16  l_i_uid_high;   /* these 2 fields    */
__le16  l_i_gid_high;   /* were reserved2[0] */
__u32   l_i_reserved2;

} linux2;
[...]

} osd2;                                 /* OS dependent 2 */
};
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NAME
chattr - change file attributes on a Linux second extended file system

SYNOPSIS
chattr [ -RV ] [ -v version ] [ mode ] files...

DESCRIPTION
chattr changes the file attributes on a Linux second extended file
system.

The format of a symbolic mode is +-=[ASacDdIijsTtu].

The operator `+' causes the selected attributes to be added to the 
existing attributes of the files; `-' causes them to be removed; and
`=' causes them to be the only attributes that the files have.
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struct ext2_xattr_header {

__le32 h_magic; /* magic number for identification */
__le32 h_refcount; /* reference count */
__le32 h_blocks; /* number of disk blocks used */
__le32 h_hash; /* hash value of all attributes */
__u32 h_reserved[4]; /* zero right now */

};

���
�A�
���������������

��������	
��
�	���������������������������������������� ���������������������� ��!����"���	�#�$�"�%�$�&��'�(��"��)�+. 

#���������
7��������
+�-

$
�)
�

��������G

���������

���������

��������F

3
���F

3
���G

3
����

3
����

�6� ���
��� �&�
�

�6� ���
��� ����
�

F�5����.��
�

�;!��
;���
��&)


��������	
��
�	���������������������������������������� ���������������������� ��!����"���	�#�$�"�%�$�&��'�(��"��)�+� 

#���������
7��������
+/-

struct ext2_xattr_entry {
__u8 e_name_len; /* length of name */
__u8 e_name_index; /* attribute name index */
__le16 e_value_offs; /* offset in disk block of value */
__le32 e_value_block; /* disk block attribute is stored on (n/i) */
__le32 e_value_size; /* size of attribute value */
__le32 e_hash; /* hash value of name and value */
char e_name[0]; /* attribute name */

};
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xattr-Eintrag:
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amd64:/home/esser # setfattr -n user.foo -v betriebssysteme test.txt
amd64:/home/esser # getfattr -d test.txt
# file: test.txt
user.foo="betriebssysteme"

amd64:/home/esser # attr -g user.foo test.txt
Attribute "user.foo" had a 15 byte value for test.txt:
betriebssysteme
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